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WorkForce Anonymizer

Privacy Guard for C-CURE 9000.

Key Features

Anonymize Personnel Records,
Journal Activity and Audit Entries

Supports multiple selection criteria,
each with their own processing
rules

Keep your statistical business
intelligence intact while complying
with removal of (S)PII

Customizable Anonymization
templates: adhere to specific
compliance rules

Journal efficiency: different
archiving ranges based on group
types. Or selectively delete old
unwanted activity information

Anonymization

WorkForce Anonymizer allows you to anonymize specific records based on specific filters that
include individually selected records, personnel types, or belonging to a specific partition, to
apply anonymization rules and protect privacy.

Individual selection, before anonymization After anonymization

First Mame: | Ken | First Name: ‘.ﬂnnn)'m\zed ‘

Last Name: |Olsen | Last Name: ‘Ananym\zed ‘

Personnel Privacy

_.' Anonymize this record

[] Privacy Processed

Personnel Privacy
Anonymize this record

ﬁ Privacy Processed

Processing

Different processors are available such as Anonymization of the Personnel Record or the
Journal Activity, as well as Audit Log entries.

Anonymized Activity Journal example:

Query - Journal for 'Anonymized, Anonymized’ Personnel - o X
;’ Ty Iyt !
Viewsvaa;E'DQV a2 [ Count: 484

Drag columns to group by here

Message Type Server Date/Time Message Date/Time Object 1 Name Message Text T‘
Card Admitted 29/06/2022 16:43:26 29/06/202216:43.26 Anonymized Record  Admitted ‘Ancnymized Record [Defauli] at 'EDGE DOOR 2 [Defaull]
I Card Admitted 29/06/2022 16:43:31 29/06/2022 16:43:31 Anonymized Record  Admitted ‘Ancnymized Record [Defauli] at 'EDGE DOOR 2 [Defauli]

Anonymized Audit Log example:

/O Query - Audit Log for ‘Anonymized, Anonymized' Personnel

ViewsvéagD@Y O{}

Drag columns to group by here

Edit Operation Server Date/Time Message Text
Object Changed  23/06/2022 00:44:51 P | {(Anonymized Record [Anonymize]) was modified by 'stefc’

| Object Changed  29/06/2022 00:44:51 Credential (1149517 [Anonymize]) owned by Persennel ("Anonymized Record [Anonymize]) was medified by "stefc’.

Keeping business intelligence intact

Anonymization as opposed to plain deletion allows you to retain the critical information for
business reporting. This effectively turns information into metadata that you can continue to
use for building invaluable reports that can have a huge impact on your day-to-day operations.

Cleaning the Activity Journal

Instead of a single cut-off to delete journal activity, you can link selected personnel groups to
an Activity Deletion Processor: this allows you to specify how many days of activity to retain,
per selected Personnel Type, or Partitioned users.

Example: Delete Visitor activity after 60 days, while deleting Contractor activity only after 6
months, and employee activity after 2 years.
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Anonymization Templates

These allow you to specify what values to change on anonymized records — or which ones to keep. For instance, erase
customer fields that might contain license plate information or login data, unique employee ID's, etc. Or leave division
information intact for your business intelligence reports. You can also set templates to force disabling anonymized records or
credentials.

Professional Services

Encode Labs offers professional and consulting services for the deployment planning of WorkForce ACS Privacy Guard to assist in
the application of compliance requirements regarding archiving/long term storage.

Supported OS

Windows Server 2022 Standard & Enterprise (64-bit, minimum version 21H2)
Windows Server 2019 Standard & Enterprise (64-bit)

Windows Server 2016 Standard & Enterprise (64-bit, SP1 or higher)
Windows 11 Professional & Enterprise (minimum version 21H2)

Windows 10 Professional & Enterprise (64-bit, version 1809 or higher)

Ordering information

The below item codes can be used for ordering the relevant license. Each installation requires the purchase of the
Software Solution plus an obligatory active yearly support and maintenance subscription. The first year of support and
maintenance is included in the basic software package.

Part Numbers Description

CC9-WFA-SM Workforce Anonymizer, Privacy Guard for C-CURE9000 Server Series L, M, N.

CC9-WFA-MD Workforce Anonymizer, Privacy Guard for C-CURE9000
Server Series P, Q, Ror MAS 1, 2, & 3.

CC9-WFA-LG Workforce Anonymizer, Privacy Guard for C-CURE9000 Server Series R Plus, S, S Plus, T
or MAS 4,5, &6

CC9-WFA-SM-S Yearly Software Support and Maintenance Subscription. SM-MD-LG depending on the
CC9-WFA-MD-S above mentioned server models.
CC9-WFA-LG-S

Provide your C-CURE 9000 Serial Number, Version Number and Customer Name to the JCI customer service. Once the order is
processed, and received by Encode Labs, you will receive your license and download information by e-mail for installation.

Pricing for Professional Services is only available upon request and subject to project assessment before ordering.

More information
For more information, please visit us on https://www.encodelabs.be/
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All trademarks, service marks, trade names, trade dress, product names and logos appearing in this
document are the property of their respective owners, including Encode Labs in some instances.
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